
Focus on security  
Successful card payments  
rely on security.

Security and fraud are issues that are often mentioned in relation to card  

payments. There are good solutions and options available today that can  

minimise risks and safeguard security during payment operations. Compared  

with cash payments, card payments can sometimes be a better choice where 

security is concerned.

B+S Card Service is tackling this issue. 

In particular, major advances can be 

made by working with you to raise 

awareness and ensure adequate  

precautions are taken. Collaborating 

with B+S when it comes to security  

will mean that you have a good deal 

less to worry about. 

Our portfolio features a range  

of excellent and comprehensive 

security products, not to mention 

numerous additional services.  

We are certified by SRC Security 

Research & Consulting and are fully 

aware of our responsibilities where 

data protection is concerned.

 

Discover  

just how important data protection 

and security are to B+S.

Find out 

how to make card payments  

more secure.

See 

what you can do to make the card 

payment process more secure.

Learn 

how security procedures  

can protect online payment  

processing. 
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You will find more information  

about card security features on 

the websites operated by the  

card organisations:

www.visa.de

www.mastercard.com 

   Always let the customer check the 

slip and check it again yourself to  

spot keypad input errors before  

completing the card payment.

   Make sure that your customers can 

enter their PINs in complete privacy. 

    Dispose of old card slips in such a 

way that no third parties can acquire  

possession of the details.

   Keep your terminal in a safe place 

outside store opening hours.

   Do not allow unauthorised 

persons to access the terminal.  

   Report any suspicion that the 

terminal has been tampered with 

to the police or B+S Card Service 

immediately.

The signature check.  

Check whether the signature on the slip 

matches the signature on the back of 

the card and the name.

The validity check.  

Check that the expiry date on the card 

is still valid and that the card has not 

expired. 

The card verification number (CVV).

This number is requested when  

making e-commerce purchases.  

It is a three-digit number and must  

not be stored.

The cardholder check.

Make sure that the name of the  

cardholder is the same sex as the  

person making the payment.

Focus on security 
Attentiveness increases security
for card payments.

We‘d like to take this opportunity to give you a brief introduction to how we  

protect against fraud when payments are being made at tills.

EXAMPLE BANK

123 456  789

More tips for increased security: 
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Focus on security  
Tips for Payment Card Industry 
Data Security Standard (PCI DSS) 
compliance.

As a merchant, you process, store and forward cardholder data.

Therefore, you need to know what you have to do to comply with and meet the 

requirements of the Payment Card Industry Data Security Standard (PCI DSS). The 

PCI DSS contains binding regulations for merchants offering card payment facilities. 

These requirements are designed to protect against fraud and theft.

Proof of PCI compliance (i.e. compliance 

with all PCI DSS security requirements) 

must be provided. Compliance is verified 

by means of various external and internal 

tests which are carried out dependent 

upon how may card transactions you 

process annually. Your network  

architecture might be examined or  

your processes for handling critical  

data material checked, for example.  

As a merchant, you must meet 12  

requirements set out in the PCI DSS.

 

The Payment Card Industry
Data Security Standard 
(PCI DSS) 

regulates the globally  

applicable security standards  

of the leading international  

credit card organisations.

In brief, the 12 requirements of the PCI DSS are as follows:

1   Install and maintain a firewall config-

uration to protect cardholder data 

2   Do not use vendor-supplied defaults 

for system passwords and other 

security parameters 

3   Protect stored data : 

Do not save card and transaction 

data unnecessarily (e.g. the full card 

number, magnetic strip data, card 

verification code (CVV2) or PIN)

 4   Encrypt transmission of cardholder 

data across open, public networks  

5   Use and regularly update anti-virus 

software 

6   Develop and maintain secure 

systems and applications  

7   Restrict access to cardholder data 

by business need to know 

8   Assign a unique ID to each person 

with computer access 

9    Restrict physical access to cardholder 

data 

10  Track and monitor all access to network 

resources and cardholder data 

11  Regularly test security systems and 

processes 

12  Maintain a policy that addresses 

information security
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Security procedures like Verified by Visa and MasterCard SecureCode,  

features such as the card verification number and initiatives like PCI  

certification maximise security in the processing of e-commerce and  

mail order payments. A brief introduction to the various security  

procedures appears below.

B+S security procedures for e-commerce and mail order: 

Verified by Visa (VbV) and  

MasterCard SecureCode (MSC)

The VbV (Visa) and MSC (MasterCard) 

security standards for credit card pay-

ments use an additional identification 

process to protect you against claims for 

chargebacks based on “transaction not 

completed/authorised by cardholder”.

Card verification number (CVV)

For distance sales business, the card 

verification number is requested in 

addition to the credit card number. 

This increases security by verifying 

whether the purchaser is actually the 

cardholder.

B+S verification processes

Algorithm (Luhn check) for logical  

validation of the credit card number.  

For all debit payments, B+S verifies  

the bank sort code as well as its logical 

assignment to the account number.

PCI DSS for B+S e-payment software

Our e-payment software meets the  

requirements of credit card organisations 

as set out in the Payment Card Industry 

Data Security Standard (PCI DSS).

In addition, we offer further security features  

for specific types of e-payment software:

   Threshold value checks based on 

number of sales and number of  

transactions
   Geo IP location (purchaser) enables 

any IP address to be matched to 

a geographical location when a 

purchase is made based on its  

number range or format.  

   Country check (purchaser – 

country of delivery)

For more detailed information, 

please refer to the “Risk manage-

ment in e-commerce” catalogue of 

measures, which will help you to 

detect and reduce fraud.

The catalogue of measures can be 

downloaded from our website:

 

www.bs-card-service.com/ 

e-commerce

Focus on security 
Security notes for online  
card payments. 
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Verified by Visa (VbV) and MasterCard SecureCode (MSC): These two B+S security 

procedures in e-commerce not only support cardholder authentication but also 

protect against card fraud on the Internet. 

Your customers are automatically 

directed to a secure page hosted by the 

issuing bank, where they must confirm 

their payment by entering a password. 

Online authorisation will not take place 

until this has been done.

Benefits 

    Protection against card fraud 

   Reduction of eligible chargebacks 

with the argument “transaction not 

completed”

   Increase in payment security 

   Easy integration of the merchant 

plug-in for secure data transfer to 

the relevant card organisation or 

card-issuing bank 

Payment methods 

   Visa

   MasterCard

   Maestro

Focus on security
The two most popular security  
procedures for e-commerce in detail.

How do the security procedures work? 

Verified yb

Your customers are then no longer able 

to claim chargebacks based on the 

argument “transaction not completed” 

(liability shift). This works even if the 

customer‘s bank does not participate in 

the VbV or MSC security procedures.

Requirements 

   e-payment software with certified VbV 

and MSC function, e.g. provided by 

B+S Card Service 

   Agreement with B+S Card Service 

for VbV and/or MSC  

   Use of merchant plug-in activated 

    Notification of VbV and/or MSC 

contract data to all parties involved 

   Identification of transactions in the 

e-payment software 

   Application of security procedures 

for every payment

    For Maestro-payments: 

MSC activation for all parties  

involved (cardholder, merchant,  

card-issuing bank)
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B+S holds the data protection  

certificate               

Protecting sensitive data such as credit 

card numbers or bank details is a top 

priority for B+S. Following an inspection 

process which we underwent voluntarily, 

the independent consultancy firm SRC 

Security Research & Consulting issued 

us with the SRC Certificate, official  

confirmation that we meet all of the  

requirements set out in the German 

Data Protection Act (Bundesdaten-

schutzgesetz or BDSG for short) with 

regard to order data processing.

 

Quality criterion for data protection 

The certificate provides our customers 

with an assurance that the technical 

and organisational measures for data 

protection required under the German 

Data Protection Act are in place. This is 

important for B+S, as data protection 

has always been a major quality criterion 

in our business. It is also why we under-

went certification as part of a voluntary 

data protection audit. Back in 2009, 

B+S Card Service was the first company 

in Germany to offer both acquiring and 

independent network operation con-

firming full PCI DSS compliance.

B+S holds PCI DSS certification

PCI DSS stands for Payment Card  

Industry Data Security Standard and 

refers to a catalogue of binding rules 

laid down by the PCI Security Standard 

Council. These describe the level of  

protection that must be afforded to  

sensitive cardholder data by any  

company that stores, transmits or  

processes credit card transactions. 

B+S builds on know-how

All systems, networks and processes  

at B+S Card Service that are relevant 

to PCI DSS are inspected regularly by 

the certification body SRC GmbH as 

part of data protection audits and their 

compliance with the requirements of 

the standard is confirmed. As part of the 

certification process, B+S has made the 

necessary changes in all areas of the 

company and in so doing has built up 

extensive PCI DSS know-how.

 

B+S Card Service GmbH

Lyoner Strasse 9

60528 Frankfurt/Main

Tel.: +49 (0)69 6630-50

Fax: +49 (0)69 6630-5211

info@bs-card-service.com

www.bs-card-service.com
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Focus on security 
The issue of security has top  
priority at B+S Card Service.  




